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since foundation in 2001, company „HERA“ d.o.o. Mostar has gained market reputation
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based on advanced information technologies.
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Glossary

WBS (Work Breakdown
Structure)

Structure of all activities in a project or process.

RBS (Risk Breakdown
Structure)

Structure of all risks and their sources that may occur in the
structure of activities in the project or process (WBS).

SOURCE OF THREAT

Condition, appearance, human act or act omission within the
WBS or on the object that is a generator of threat for the project/
process or for the object.

THREATS – (T)

Potential generator of unwanted event that could result in adverse consequences under certain circumstances.

RESISTANCE ON
THREATS – (Re)

Status in the organization, process or project that guarantee that
existing measures of risk protection can reach a certain level to
prevent and / or reduce the negative effects of risk.

VULNERABILITY – (V)
CONSEQUENCES1– (C)
(ON HUMANS AND
ASSETS)

IMPACT FACTORS

RISK

Likelihood that in the future, event or series of events will happen and that they will cause a loss or some impact (positive or
negative) to the observed project, process or object. (Combination of the probability of events and its possible impact, I x P)

Proximity or exposure to source of threat in the area which
might be threatened (the danger zone).
Business and/or functional loss as well as loss in the wider environment, which may arise due to a specific threat, if there is no
sufficient resistance to this threat (evident vulnerability) in the
organization and wider environment.

IMPACT - I

Calculated or estimated value that when multiplied with probability gives the estimated value of risk intensity, which in its
negative effect makes impossible to achieve the project objectives or processes.

PROBABILITY(P)/
LIKELIHOOD (L)2
(THAT THREAT WILL
CREATE RISK)

The Probability/Likelihood is the percentage of security that under certain circumstances risk will happen and have an impact
on the realization of the objectives of the project and/or process
and create consequences within the organization and / or the
environment.

ANSWER ON RISK /
CONTROL
RISK MANAGEMENT
DANGER ZONE

Protection, counter-measure or risk management tool, including policies, procedures, guidelines, practices or organizational
structures, which can be of administrative, technical, governing
or legislative nature.
Risk management is a preventive and proactive tool for overall
business management.
Area that may be affected.

NOTE: Other terminology is used in accordance with ISO standards: DIS ISO 9001:2015; ISO
31000:2009 and ISO 31010:2010.
T he terminology and the software itself also uses the term “Loss of Value” and it has the same meaning as “Consequences”
2
ISO standard defines the term “Likelihood” that has wider spectrum meaning than the term “Probability”, but in
practice both terms are used. Likewise, both terms will be used in this document.
1
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INTRODUCTION
The company Oskar from Zagreb has developed Multidimensional Risk Assessment (MRA) methodology for the identification, assessment and treatment of risk on the basis of internationally
recognized and recommended standards and norms. Hera Company has developed Enterprise
Risk Management (ERM) Venture software on the basis of the aforementioned methodology. The
purpose of this software is to support organizations in basic risk management processes: determining the objectives of the organization, identifying exposures to loss, measuring those same
exposures, selecting alternatives, implementing a solution and monitoring the results.
What is ERM Venture?
ERM Venture enables the software support to the users in all phases of risk management
processes. It was built on the basis of MRA methodology. A web browser and Internet access
is required for its use. It can be used as a web service (Software as a Service) or as a product,
implemented in its own environment. Basic information about the software can be obtained
on the website www.erm-venture.com. On this site user can start the process of using the
software (SaaS) through customer registration process - the Licensee (Figure 1). Email address, username and password are required for the registration purpose. The process of
initial registration grants the user an access to the demo software that provides the ability to
view the software functionality through the demo project. When the user pays and activates
the license, he gains the right to use the full functionality of the software.

Figure 1. New user Registration Form

This document describes the basics of MRA methodology (Chapter 1) and its implementation
by ERM Venture software (Chapter 2). In Appendix some demo examples of defining the criteria
for risk assessment are presented.
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1. Foundations of Multidimensional Risk
Assessment methodology
Risk management is a preventive and proactive approach for overall business management,
designed to ensure systematic recognizing of risk in business in its early stage. The basis of
the process is analysis and risk assessment that includes recognizing, quantifying and risk
ranking in accordance with the priorities aligned with criteria for accepting risks and overall
organizational objectives.
Multidimensional Risk Assessment (MRA) methodology is the way in which organizations
analyze, evaluate, rank, treat, monitor and control the risks from all threats, sources of threats
and all aspects, with the aim to increase stability of the company and their stakeholders.
MRA methodology shows the method of risk management following the designed “Risk management process” in the projects, business processes or in critical infrastructure1.
MRA methodology could be applied on:
1. Risk management in business processes,
2. Project risk management,
3. Risk management of critical infrastructure,
4.	Occupational health and safety risk management.

1.1. Basic principles of MRA methodology
According to basic principles of MRA methodology, for each identified risk and per each aspect
it is necessary to determine:
• Risk title (Risk event…. described in a full sentence)
• Sources of threats (sources of threats for specific activities in each project/process/
critical infrastructure)
• Threat title
• Intensity of threat
• Intensity of vulnerability
• Intensity of resistance on threats and vulnerability
• Intensity of consequences in total
• Probability of risk occurrence
• Impact area (by type)
• Possible impact level
• Potential/Possible costs
• When it’s the highest expectance to occur (Timeframe)
• What is the frequency to occur
• Alternative risk treatment
• Selection of risk treatment
• Symptoms that needs to be identified (triggers)
• Aspects based on which the analysis risk assessment and risk treatment will be performed
• Criteria for each risk factor analysis per specific aspect of analysis.
1

MRA methodology supports Rulebook about critical infrastructure regulated by Law.
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Special methodological requirement is related to the predefined Risk Management Plan for
specific project / process or object. The Risk Management Plan needs to describe how to recognize the risk (risk to be identified), which analyses are to be carried out, what is the plan for
risk treatment and how to perform the monitoring and information sharing. The Risk Management Plan should also define organization and implementation of control over lifetime of critical infrastructure or project and if it is about a the process, monitoring should be continuous.
The Risk Management Plan should be composed of the content described in Table 1.
Content

Description

Defines approach, tools and data sources that could be used for risk
management in project / process.
Define leadership, logistic, and team for risk management for each
Roles and responsibilities
work activity within Risk Management Plan.
In order to prepare budget for risk management, it is necessary that
Planning of assets
required resources are recognized as well as estimation of costs.
These costs will become a part of general operational budget.
Defines how often the risk management process will be executed
throughout the life cycle of a project or a process; and determines the
Time schedule
activities of risk management that will be included in the project timetable.
Provides structure that ensures overall process of systematic approach
to risk identification up to unique level of full detail. It contributes to
Risk categories
success and quality of risk identification. Risk breakdown structure
(RBS) is one approach that can be used to get this structure.
Quality and credibility of the process and qualitative risk analysis reDefinition of risk probability quires definition of different levels of likelihood and impact of risks that
and risk impact
needs to be adapted to the particular project/process to be used in the
process of qualitative risk analysis.
Risk priorities are determined according to their potential impact on
Probability and impact
the achievement of project objectives and they require reviewing and
adjusting to the specific project/process.
Revised level of stakeholder As applicable to the specific project, level of tolerance by stakeholders
tolerances
may be revised in the process of risk management planning
Describes the content and form of the Risk Register and other required
Reporting Forms
reports on the risks.
It documents how all aspects of risky operations will be recorded for
Traceability
the benefit of current projects / processes, for future reference, and
therefore for lessons learned.
Methodology

Table 1. Content of Risk Management Plan

www.erm-venture.com

RISK ASSESMENT and RISK TREATMENT
using MRA METHODOLOGY & “ERM Venture” software tool

The MRA methodology considers risk (R) as a function of:
-	Threats (T),
- Vulnerability (V) of something or somebody to such threats,
- Consequences (C) that happens if the risk appear,
- Resistance (Re) as present ability of the organization to control and/or reduce risks
and
- Probability (P) that risk will happen.
Risk is mathematically calculated in accordance with formula

If impact (I) is defined as

than the following equation presents the risk (R):

MRA methodology has the following steps:
1. Election and appointment of team members for risk assessment
2. Education of management and team members
3.	Development of risk management policy with criteria that determines the margins for
risk intensities
4. Establishing the assessment context
5. Definition of risk assessment and aspects of analysis
6.	Development of intensity criteria for each risk aspect (threats, vulnerability, consequences, probability and resistance)
7. Development of WBS-a (activity structure in project/process)
8. Development of RBS-a (structure of threats per source of threat)
a. Identification of threat sources in WBS-u
b. Identification of threats
9. Risk analysis align with aspects (impact of risk factors calculation)
10.	Risk Evaluation - linkage between impact and probability (taking into consideration
risk matrix – policy)
11. Definition of risks that will be treated
12. Risk treatment (tasks, time, measures and costs)
13. Re-assessment
14.	Evaluation of efficiency of activities that has been performed in risk assessment and
treatment process.
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Overall MRA methodology is shown through process of risk management on projects/processes - Figure 2.

PROJECT
DEFINITION

STRATEGY, POLICY,
OBJECTIVES OF
RISK MANAGEMENT

PROJECT
CHARTER

CRITERIA OF RISK
ACCEPTANCE
(MATRIX)

PROJECT PLAN
(WBS)

RBS
STRUCTURE
LINKED
TO WBS

RISK OVERVIEW
AND RISK LEVEL

RISK TREATMENT
PLAN

RISK TREATMENTMEASURES

INPUT - DELIVERABLES
ANALYSIS OF RISK STRATEGY AND RISK RISK
MANAGEMENT
MANAGEMENT POLICY IDENTIFICATION
SYSTEM
A1 DEVELOPMENT A2 (BUILD RBS) A3

RISK ANALYSIS
AND RISK
ASSESSMENT A4

RISK
EVALUATION

A5

RISK TREATMENT
A6

MONITORING AND
RISK CONTROL
A7

ANALYSIS AND
IMPROVEMENT
A8

RISK MANAGEMENT A0

OUTPUT - DELIVERABLES
STATUS OF RISK
MANAGEMENT IN
OVERALL MANAGEMENT
SYSTEM
SPECIFICATION
OF RISK
MANAGEMENT
SYSTEM

ANALYSIS OF
STRENGTHS/
WEAKNESSES IN
RMS

RESULTS OF RISK
CHANGE

PLAN OF
MEASURES
FOR PROCESS
IMPROVEMENT

EVELUATION
OF AVAILABLE
AND NEEDED
RESOURCES

Figure 2. Processes of Risk Management Projects

First subprocess (Figure 3) is related to Analysis of Risk Management System (environment)
in which, as planned, the project is planned to be realized. Required data outputs from subprocess are answers based on which the decisions on planning further steps and actions related to
the risk management in project/process is being made. Subsequently, the appropriate methods and techniques, for getting requested answers on status of risk management system, are
to be designed.

STATUS OF RISK
MANAGEMENT IN
OVERALL MANAGEMENT
SYSTEM

ANALYSIS OF
STRENGTHS/
WEAKNESSES IN
RMS

SPECIFICATION OF
RISK MANAGEMENT
SYSTEM

EVALUATION
OF AVAILABLE
AND NEEDED
RESOURCES

ANALYSIS OF RISK
MANAGEMENT SYSTEM
A1

Figure 3. Analysis of Risk Management System
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Based on indicators that show status of risk management system in project environment, the
next step is to define strategy, risk policy and project objectives (Figure 4). In accordance with the
MRA methodology, these documents are critically important. In fact, based on these documents,
the criteria for risk acceptance in project are generated, for each aspect of assessment.
STRATEGY, POLICY,
OBJECTIVE OF RISK
MANAGEMENT
STRATEGY AND RISK
MANAGEMENT POLICY
DEVELOPMENT A2

CRITERIA
OF RISK
ACCEPTANCE
(MATRIX)

Figure 4. Strategy and Risk Management Policy Development

Common aspects of analysis and risk assessment in projects are: budget risk, time risk, quality risk, environmental risk, and natural disaster risk; while in the process these aspects are
defined based on sources of risk and risks for particular activity.
Following example (Figure 5) of Risk Matrix used for risk assessment of project budget is
based on pre-defined policy – criteria using scale from1 to 5 for all variables of aspect.
Probability (P)

Negative impact – I

Not possible
1

Possible
2

Probable
3

Highly probable
4

Unavoidable
5

Very high impact
100-125
High impact
75-100
Medium impact
50-75
Low impact
25-50
Very low impact
1-25
Figure 5. Risk matrix example

Identification of risk and threats (the structure of potential risks) RBS needs to be performed
on each project activity (Figure 6). Activities related to the risk identification are conducted by
interdisciplinary team (risk identification must not be performed by an individual).
Threats are generated from source of threats for each aspect on each specific activity in a
project or process.

www.erm-venture.com
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It is important to know that identification of threats is to be performed for all management
activities for each aspect and for all working activities.
For all management processes, the threats are mandatory to be identified for: requests,
benefits, time plan, budget, results, project/process objectives, problems, suppliers, result acceptance, communications and resources.

RISK IDENTIFICATION
(BUILD RBS)
A3

RBS STRUCTURE
LINKED TO WBS

Figure 6. Risk identification

Once the WBS of project/process has been established on each activity in project/process,
team would perform analysis that identifies potential threats and their generators - sources
of threats (Table 2). If there is no source of threat there is no threat. Recognizing existence of
source of threats for certain activity is related to the supervision of controls and work quality,
performed by immediate supervisor, or through monitoring and recording all threats that have
appeared on specific activities in the past.
Data prepared in this way are base for risk analysis and risk evaluation.
(RBS)
Threat title- on activity

Source of threat

(2.5.2.1.2) INCORRECT/UNKNOWN PAYMENT
(2.5.2.1.2.1) Inaccurate report
(2.5.2.1.2.2) Incorrect information on unknown payment
(2.5.2.1.2.3) Posting the payment on wrong personal account

unconscious WORK;
EVIL INTENT.

(2.5.2.1.2.4) Funds retained, i.e. not returned
(2.5.2.1.2.5) Funds returned on wrong bank account
(2.5.2.1.2.5) The funds has not been returned at all
(2.5.2.1.2.6) Information about overpayment hasn’t been disseminated to
the payee
(2.5.2.1.2.6) R
 equest for refund filed by a person who did not make overpayment
(2.5.2.1.2.6) Request for refund of overpayment is lost
(2.5.2.1.2.7) Money transferred to the wrong bank account
(2.5.2.1.2.7) Refunded amount is higher than overpayment

unconscious WORK;
BAD SUPERVISION PERFORMANCE;
FRAUD.

(2.5.2.1.2.8) Money is not transferred to our bank account
(2.5.2.1.2.8) The activities for tracing the payment is not undertaken
(2.5.2.1.2.8) Falsification of money order
(2.5.2.1.2.9) M
 oney refunded to the bank that doesn’t belong to the organization-person (wrong identification)
(2.5.2.1.2.9) Refunded amount is higher than paid amount
Table 2. Examples of threats and sources of threats

www.erm-venture.com
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1.2. Analysis and Risk Evaluation
Beside already prepared and entered data into software, in this process stage, all selected and
described criteria of risk aspects i.e. described levels of risk factors (threat, vulnerability, consequences, resistance and probability) are to be developed and recorded into software (Figure 7).

ANALYSIS AND RISK
EVALUATION
A4

RISK OVERVIEW
AND RISK LEVEL

Figure 7. Analysis and Risk Evaluation

In projects it is necessary to take into consideration: budget risk, time risk, quality risk, environmental risk and natural disaster risk as well as all others aspects that differ from
project to project. For business processes, risk aspects are determined based on identified
source of threats and threats itself.
While preparing the data for risk treatment, we must not forget that risk analysis is to be performed for each aspect of risk on each activity in project/process in the following way:
WBS is being connected with the sources of threats and as result of this connection threats are
determined (RBS is generated). For each threat and in accordance with the criteria AN INTENSITY OF THREATS, INTENSITY OF EXPOSURE, INTENSITY OF CONSEQUENCES, INTENSITY OF
RESISTANCE and INTENSITY OF PROBABILITY/LIKELIHOOD are assessed.
In previous activities, risks have been analyzed in accordance with the risk policy and criteria
adopted by Top management. Based on this, risk evaluation means that the user determined
risk level per all aspects and per each activity in the project or process. (Figure 8)

RISK EVALUATION
A5

RISK
TREATMENT
PLAN

Figure 8. Risk Evaluation

1.3. Risk treatment
Once the Top management or project team
completed the risk evaluation on process/
project for all marked risks, measures for risk
mitigation needs to be developed (Figure 9).
Measure needs to be carefully developed taking into consideration elements according to
requirements. Each measure needs to be approved by Top management separately. It is
very important to point out that implementation cost needs to be realistic as much as possible, because they have direct impact on project
budget (Figure 10).

RISK TREATMENT
MEASURES
RISK TREATMENT

A6
RESULTS OF RISK
CHANGE

Figure 9. Risk Treatment
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Top management or Project manager makes decision for which risks some measures need
to be taken in order to REDUCE NEGATIVE IMPACT, which risks will be TRANSFERRED, which
risks will be ACCEPTED, and which risks will be JUST MONITORED.
Risk treatment plan is generated from treatment of each risk individually. It presents an overview of all measures and costs for their implementation. It also includes a plan of control for
maintenance of defined measures.
Generally speaking, all top risks (red ones), must be treated in accordance with risk management policy, while other risks are to be treated based on a separate decision made by Top
management.
RISK
IDENTIFICATION

RISK
ANALYSIS

ESTABLISHING
CONTEXT
YES

were ALL OPTIONS
CONSIDERED?
NO

RISK
EVALUATION

Risk that will be
treated
+
Objectives of risk
treatment

Residual risk

NO
Does the
objectives of
assessment are
fulfilled?

Identification
of design for
treatment options

YES

Rating options

NO
Is the
ratio of costs and
benefits ok?
YES
RISK
TREATMENT
PLAN

RISK
TREATMENT
Risk treatment

Figure 10. Risk Treatment details

1.4. Analysis and process improvement
The MRA methodology requires carrying out the analysis and thereafter an improvement of
assessment process (Figure 11). In practice, both activities should be performed continuously
because, only in such a way, the useful activities in risk management are possible. Measures
for improvement should be focused on remedying any facing weaknesses in the process and
project.

ANALYSIS AND
IMPROVEMENT

A8

PLAN OF MEASURES
FOR PROCESS
IMPROVEMENT

Figure 11. Analysis and Process Improvement
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The methodology predicts, while software solution supports, that operational risks related to the
project costs are closely monitored during the project implementation. Such monitoring of operational risk requires re-assessment of risks and defining the new measures for risks mitigation.
In order to avoid risks related to incompetence of project team to perform risk assessment,
their negligence and malicious intent, a top management needs to supervise the process of
risk evaluation (Figure 12).
Once the measures have been planned and adopted, those measures needs to be implemented
and then monitored. Before implementation even starts, it is necessary to re-evaluate activities
to be covered with these measures. The objective of this re-evaluation is to detect changes in the
intensity of risk.
Workflow for Risk Assessment on Process/Projects

Takeover defined objectives on
Process/Project
THAT IS SUBJECT OF ASSESSMENT
Takeover or develop WBS on
Process/Project
THAT IS SUBJECT OF ASSESSMENT
Define roles and risk owners on
Process/Project
THAT IS SUBJECT OF ASSESSMENT
Appoint and educate team for
Risk Analysis and Evaluation on
Process/Project
THAT IS SUBJECT OF ASSESSMENT
Adopt policy on
RISK MANAGEMENT
Identify aspects of the Analysis of
Risk Assessment

For each activity in WBS perform analysis
of the intensity and impact of risk factors
(THREAT, VULNERABILITY,
CONSEQUENCES, RESISTANCE,
PROBABILITY)

RISK EVALUATION
is automatically generated and labeled with
level on risk scale

For each red risk the suggestion is to be
treated as answer to the risk

RISK TREATMENT PLAN
Approved by Top Management

Implementation of RISK TREATMENT
PLAN

Process design and definition of roles
in
RISK MANAGEMENT PROCESS

REPORTS GENERATION

In line with WBS, list of threats and
sources of threats on each activity
needs to be created

PROJECTION PLAN
To be developed or innovated

Develop analysis criteria for
each risk aspect for total relative
risk. Define tolerance in order to
generate the matrix.

RISK MONITORING

Figure 12. Workflow for Risk Assessment on Processes/Projects
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2. Implementation of MRA methodology using
ERM Venture software
Figure 13 shows the flowchart that describes main steps (marked by number) necessary for
successful implementation of MRA methodology.

START

ANALYSIS OF RISK
MANAGEMENT
SYSTEM
A1

STRATEGY AND RISK
MANAGEMENT POLICY
DEVELOPMENT A2

RISK
IDENTIFICATION
(BUILD RBS) A3

RISK ANALYSIS AND
RISK ASSESSMENT
A4

Define roles and risk owners on process/project

1

Load and/or define WBS for process/project

2

Aspects-defined criteria of risk assessment

3

Define matrix for each analyzed aspect of risk

4

Create RBS (list and sources of threats for each
activitiy) and link it with WBS

5

Risk analysis (intensity of threats, exposure,
consequences, resistance and probability)

6

Risk evaluation is automatically generated and
labeled with level on risk scale

7

8
RISK TREATMENT
A6

NO

Red risk?
YES

9

Define risk treatment plan
Analysis and
improvement

A8

Implementation of risk
treatment plan
RISK
MONITORING

12

13

Figure 13. Flowchart of MRA implementation

www.erm-venture.com

RISK ASSESSMENT

18

10

NO

Yellow risk?
YES
Management
decision

11

RISK ASSESMENT and RISK TREATMENT
using MRA METHODOLOGY & “ERM Venture” software tool

After starting the software, the user creates an environment for the risk management process. It
is the step 1 in flowchart of MRA implementation (Figure 13). User launches the first Risk project
(Figure 14) and records the organization where processes will be conducted. Afterwards he defines the organizational structure and records employees and other persons who will be active
participants in the project. Since software offers different types of risk management projects
(business processes, projects, critical infrastructure objects and occupational health and safety), user need to select type of project for risk assessment (Figure 14). Software ERM Venture
provides the ability of adding all necessary users who will actively participate in the processes
of risk management (Figure 15). New users can be reached by using the email address or could
be assigned to the active project if they are already current users of another project.

Figure 14. Different types of Risk Management Projects

Figure 15. Team administration

The step 2 (Figure 13) is definition of Work Breakdown Structure (WBS) for a chosen project.
WBS can be imported from MS Project document or created manually. WBS is presented in
the form of tree and consists of full definition of the processes and individual activities of the
project (Figure 16).
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Figure 16. Project WBS- Work Breakdown Structure

According to MRA methodology, after WBS is defined, it is necessary to define rules for risk
treatment (Figure 17). Definition of rule for risk treatment means that user has to set the level
of tolerance on risk, and according to the selected project (Figure 14), to set model variables
(loss of value, impact, probability, resistance on threat, threats and vulnerability). Risk treatment rule represents framework for definition of risk aspects.

Figure 17. Definition of rules for risk assessment

In the step 3 (Figure 13), in addition to definition of rules for the risk assessment, it is necessary
to define risk aspects (Figure 18). Usual aspects of risk in the projects are: budget risk, time
risk, quality risk, environmental risk, natural disaster risk and so on. The aspects depend on
type of project. For critical infrastructure and business processes, aspects of risks are defined
on the basis of identified threats and sources of threats. Criteria for risk assessment are defined as a part of rule for risk treatment. During definition of every aspect of risk, the software
offers the possibility for definition of criteria for analysis and ranking by using individual variables for risk assessment.

www.erm-venture.com
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Figure 18. Define aspects

The step 4 (Figure 13) is definition of matrix for each analyzed aspect of risk (Figure 20). Matrix
is generated on the basis of prior defined tolerance by each aspect (Figure 19). Matrices are
key element in „ERM Venture” software and they are used for continuous risk ranking related
to analyzed project activities.

Figure 19. Definition of risk tolerance by aspects
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Figure 20. Example of matrix

The step 5 (Figure 13) is related to definition of Risk Breakdown Structure (RBS), presented on Figure 21, in accordance with defined sources of threats (Figure 22) and defined WBS (Figure 16).

Figure 21. Risk Breakdown Structure

www.erm-venture.com
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Figure 22. Sources of threats

Recognition of threats and sources of threats (the structure of potential risks – RBS), needs to
be performed on each project activity (Figure 23). Threats are generated from source of threats
for each aspect on each specific activity in project or process. Threats management process
is mandatory to be applied in threats identification related to: requests, benefits, timetable,
budget, results, objectives of project/process, problems, suppliers, result acceptance, communications and resources. WBS is associated with sources of threats and results of those
relations are threats and RBS. WBS activities have to be connected with threats from RBS
(Figure 24) and they become the subject of analysis and risk evaluation. This process is called
identification of risk.

Figure 23. RBS definition
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Figure 24. Linking RBS with WBS

The step 6 (Figure 13) is related to risk analysis. For each risk, according to set criteria, is necessary to assess: intensity of threat, intensity of exposure, intensity of consequences, intensity
of resistance and intensity of probability. Selection of risk from WBS-RBS structure leads to
risk analysis (Figure 25).

Figure 25. Selection of risk for analysis
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Analysis is conducted by assessment and evaluation of individual variables of created rule and
per each observed aspect (Figure 26).

Figure 26. Analysis

In carrying out the analysis of individual risk, it is possible to look at the history of events associated with the activity and the risk to be evaluated (Figure 27).

Figure 27. History of events for activity
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The step 7 (Figure 13) is related to the risk evaluation which is automatically generated and
labeled with the level on risk scale (Figure 26).
The step 8 and step 10 (Figure 13) are related to testing the type of risk. Top management or
Project manager makes decision for which risk a certain measures have to be taken in order to
reduce negative impact, meaning which risks will be transferred, which risks will be accepted
and which risks will be just monitored. Generally speaking, all top risks (red one – step 8), in
accordance with risk management policy must be treated, while other risks (yellow one – step
10) are treated based on a separate decision made by Top management.
The step 9 (Figure 13) is related to definition of Risk treatment plan (Figure 28) and it is obligatory step in case of “red” risk. Risk treatment plan is generated for treatment of each risk
separately or for a group of risks, influenced by the same measures. It presents an overview of
all measures and costs for their implementation and a plan for risk management control.

Figure 28. Risk Treatment Plan

Parts of the risk treatment plan are activities defined to reduce the risk and keep it under control. For each activity it is to be defined: responsible person, planned and actual costs, start
date and finish date (Figure 29).
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Figure 29. Activities

A way of reporting about the implementation of measures, and monitoring of the entire process is to be defined as a part of the risk treatment plan. For each reporting act it is to be defined
(Figure 30): subject, reporting person, person(s) to report to and frequency of reporting (schedule type, date, hour and minutes).

Figure 30. Definition of reporting

www.erm-venture.com

27

28

RISK ASSESMENT and RISK TREATMENT
using MRA METHODOLOGY & “ERM Venture” software tool

As a part of the Risk Treatment Plan, it is necessary to define the responsibilities (Figure 31).

Figure 31. Responsibilities

The step 13 (Figure 13) is related to continuous risk monitoring, realization of activities, measures etc. Once the measures have been planned and adopted, they need to be implemented
and then continuously monitored. Active monitoring of each phase of the risk treatment plan is
obligation of the responsible person (Figure 32).

Figure 32. Definition of monitoring
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WBS is a good starting point for the analysis of individual activities (Figure 33a). It gives a quick
view of the risks per processes and activities. It also provides lots of details through review of
Evaluations, Risk Treatment Plans or through the timeline where the complete treatment of
the observed risk activities is visible.

Figure 33a. WBS analysis - Timeline

WBS provides a quick analysis and review of all evaluated risks in a particular process. Analysis of risk details within the process shows evaluated risks per all activities and all aspects.

Figure 33b. Risk details analysis
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Central place for risk monitoring and getting quick information about risk for concrete project
is project dashboard. Dashboard is interactive board that enables user to view all necessary
information at one place. Project dashboard has four parts: general information, treatment
plan, calendar and workplace risks (Figure 34).

Figure 34. Project Dashboard - general information

One part of project dashboard contains the information about implementation of Risk Treatment Plans (Figure 35).

Figure 35. Project dashboard – Monitoring treatment plans
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Calendar is a part of the project dashboard that provides information about planned and implemented activities shown on the calendar. The calendar is interactive and provides a shortcut to
more detailed information (Figure 36).

Figure 36. Calendar

Another type of dashboard is organizational dashboard. This dashboard enables viewing of the
organization as a whole and from the point of view of all projects / processes / object that is
being carrying out (Figure 37). Dashboard is interactive and provides a shortcut to the elements
of risk per all projects carrying out by the organization.

Figure 37. Organizational Dashboard

ERM Venture offers set of reports such as: Risk Registry, Monitoring Plan, Risk Management
Report, Risk Treatment Plan.
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Very low impact
0.20-25

Low impact
25-50

Medium impact
50-75

High impact
75-100

Very high impact
100-125

Unlikely
1

Possible
2

Probable
3

Likelihood
Very likely
4

Inevitable
5

5. Acceptance levels of Market risk are defined as:
• The upper limit of acceptable risk is 125 (the risk distribution from 0.20 to 625);
• The upper limit of medium risk is 300 (the risk distribution from 0.20 to 625);
• Lower limit of very high risk is 301 (the risk distribution from 0.20 to 625).

Note:
The example shows the possibility of the methodology and software user to affect
the level of tolerance and thus controls the process of risk assessment per individual aspects.

3. Acceptance levels of Operational risk are defined as:
4. Acceptance levels of Natural Disaster Risk are defined as:
• The upper limit of acceptable risk is 150 (the risk distribution from 0.20 to 625);
• The upper limit of acceptable risk is 150 (the risk distribution from 0.20 to 625);
• The upper limit of medium risk is 375 (the risk distribution from 0.20 to 625);
• The upper limit of medium risk is 375 (the risk distribution from 0.20 to 625);
• Lower limit of very high risk is 376 (the risk distribution from 0.20 to 625).
• Lower limit of very high risk is 376 (the risk distribution from 0.20 to 625).

1. Acceptance levels of Strategic risks including Credit risks are defined as:
2. Acceptance levels of Political, Social and Legal Risks are defined as:
• The upper limit of acceptable risk is 125 (the risk distribution from 0.20 to 625);
• The upper limit of acceptable risk is 150 (the risk distribution from 0.20 to 625);
• The upper limit of medium risk is 300 (the risk distribution from 0.20 to 625);
• The upper limit of medium risk is 375 (the risk distribution from 0.20 to 625);
• Lower limit of very high risk is 301 (the risk distribution from 0.20 to 625).
• Lower limit of very high risk is 376 (the risk distribution from 0.20 to 625).

LOW-Rmin ≤R1≤ Rmax/4
MEDIUM-Rmax/4≤R2≤ Rmax/2
HIGH-Rmax/2≤R3≤ Rmax

• Consider the objectives of the projects /
processes and capabilities of risk tolerance
• Decide which risk needs a treatment
• Decide whether the risk could be tolerated
• Suggest activities to be taken for priority
treatment
• Compare the levels of risk that are part of
Analysis with formerly indentified criteria

CRITERIA OF THE RISK EVALUATION PER
ASPECTS OF ANALYSIS

Negative impact- L
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CRITERIA IN ACCORDANCE WITH ASPECTS OF RISK ANALYSIS

Aspect
description

ASPECTS:

MARKET RISKS

Risks: changes of
market conditions
(Import -Export),
interest rates, changes
in currency rates; refinancing through new
borrowing; inability
to collect loans;
the collapse of the
market; uncertainty of
revenues; insolvency;
loss of reputation.

OPERATIONAL RISKS

Risks: poor
management and
coordination; undefined
responsibilities;
incompetence; violation
of the regulated
working operations;
evil intentions; property
damage; violation of work
operations; incorrect
information and bad
information system.

QUALITY

The risk of capability
of fulfillment specified
requirements for the
product or service or
not meeting contractual
obligations in other way

Risks: instability and
inefficiency of the
state; social unrest
and unemployment,
insolvency of the
client; legal system,
changes in the law,
non-complying with
the legislation, noncompliance with the law.

(Political, Social, Legal)

SOCIAL RISKS

CRITERIA IN ACCORDANCE WITH ASPECTS OF RISK ANALYSIS
(example)

b) IDENTIFY THE ASPECT OF ANALYSIS :
-Quality (fulfillment of requirements for the process);
-Operational risks;
-Market risks;
-Social risks;
-Natural disaster risks

Risks: natural
disasters that can
destroy

NATURAL DISASTER
RISKS

a) IT IS RECOMMENDED TO PERFORM ANALYSIS AND RISK ASSESMENT BY THE FOLLOWING ALGORITHM R=(T*V*C:Re)*P

Determine algorithm, create criteria and aspects of risk analysis

Table 1. Aspect description
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LIKELIHOOD

Risk factor term

ASPECTS:
1 - Unlikely

OPERATIONAL RISKS
1 - Unlikely

MARKET RISKS
1 - Unlikely

(Political, Social, Legal)

SOCIAL RISKS
1 - Unlikely

NATURAL DISASTER
RISKS

2 - Possible

2 - Possible

2 - Possible

2 - Possible

4 - Very likely
It has happened a few
It has happened a few
times in our organization in times in our organization
the last 10 years.
in the last 10 years.
5 - Inevitable

4 - Very likely

It has happened a few
times in our organization
in the last 10 years.

5 - Inevitable

5 - Inevitable

It has happened a few
times in our organization
in the last 10 years.

4 - Very likely

It has happened at least
once in our organization

3 - Probable

5 - Inevitable

It has happened a few
times in our organization
in the last 10 years.

4 - Very likely

It has happened at least
once in our organization

3 - Probable

It has happened a few
It has happened a few
It has happened a few
It has happened a few
It has happened a few
times a year in our organi- times a year in our organi- times a year in our organi- times a year in our organi- times a year in our organization.
zation.
zation.
zation.
zation.

5 - Inevitable

4 - Very likely

It has happened at least
once in our organization

It has happened at least
once in our organization

It has happened at least
once in our organization

3 - Probable

3 - Probable

3 - Probable

It has happened in similar It has happened in similar It has happened in similar It has happened in similar It has happened in similar
organizations in the last 10 organizations in the last 10 organizations in the last 10 organizations in the last 10 organizations in the last
years.
years.
years.
years.
10 years.

2 - Possible

Not happened in similar
Not happened in similar
Not happened in similar
Not happened in similar
Not happened in similar
organizations in the last 20 organizations in the last 20 organizations in the last 20 organizations in the last 20 organizations in the last
years.
years.
years.
years.
20 years.

1 - Unlikely

QUALITY

Table 2. Likelihood/Probability
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Operational risks occur
in 0,5% to 5% of employees.
3 - Medium

Quality deviates from
the requirements between 0.5% and 5%.

3 - Medium

4 - High
Operational risks occur
in 10% to 20% of performers.
5 - Very high
Operational risks occur
in more than 20% of
performers.

4 - High

Quality deviates from
the requirements between 10 % to 20%

5 – Very high

Quality deviates from
the requirements more
than 20%.

Operational risks occur
in 5% to 10% of performers.

2 - Low

2 - Low

Indicators of market
risks occur in more than
20% of events

5 - Very high

Indicators of market
risks occur in 10% to
20% of events.

4 - High

Indicators of market
risks arise from 5%to
10%of business events.

3 - Medium

Indicators of market
risks arise from 0,5% to
5% of business events.

2 - Low

Indicators of operational Indicators of market
risks occur in up to 0,5
risks occur in up to 0,5
% of performers.
% of business events.

Quality deviates from
the requirements up to
0,5%.

1 – Very low

MARKET RISKS

1 – Very low

OPERATIONAL RISKS

1 – Very low

QUALITY

Quality deviates from
Intensity of threats the requirements between 5 % and 10%.

ASPECTS:

Table 3. Intensity of threats

Difficulties due to social
risks occur in more than
20% of business events

5 - Very high

Difficulties due to social
risks occur in 10% to
20% of business events.

4 - High

Difficulties due to social
risks occur in 5% to10%
of business events.

3 - Medium

Difficulties due to social
risks occur in 0,5% to
5% of business events.

2 - Low

Difficulties due to social
risks occur in up to 0,5
% of business events.

1 – Very low

(Political, Social, Legal)

SOCIAL RISKS

Difficulties due to
natural disasters occur
in more than 20% of
events.

5 – Very high

Difficulties due to nat.
disasters occur in 10%
to 20% of events.

4 - High

Difficulties due to natural disasters occur in
5% to 10% of events.

3 - Medium

Difficulties due to natural disasters occur in
0,5% to 5% of events.

2 - Low

Difficulties due to natural disasters occur in
up to 0,5% of events.

1 – Very low

NATURAL DISASTER
RISKS
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Vulnerability
(Intensity of
exposure)

ASPECTS:

QUALITY

The exposure to operational risks occurs in 0,5%
to 5% of performers.
3 - Medium
The exposure to operaExposure to market risk
tional risks occurs in 5% to occurs in 5% to 10% of
10% of performers
business events.
4 - High
The exposure to operational risks occurs in 10%
to 20% of performers
5 - Very high
The exposure to operational risks occurs in more
than 20% performers

The exposure to quality
occurs between 0,5 %
and 5% of requests.

3 - Medium

The exposure to quality
occurs between 5 % and
10% of requests.

4 - High

The exposure to quality
occurs between 10% and
20% of requests.

5 – Very high

The exposure to quality
occurs in more than 20%
of requests.

Exposure to market risk
occurs more than 20% of
business events.

5 - Very high

4 - High
Exposure to market risk
occurs in 10% to 20% of
business events.

3 - Medium

Exposure to market risk
occurs in 0,5% to 5% of
business events.

5 – Very high

Exposure to natural disasters occurs in 10% to
20% of business events.

4 - High

Exposure to natural disasters occurs in 5% to
10% of business events.

3 - Medium

Exposure to natural disasters occurs in 0,5% to
5% of business events.

2 - Low

Exposure to natural disasters occur s in up to 0,5
% of business events

1 – Very low

NATURAL DISASTER
RISKS

Exposure to social risks
Exposure to natural disoccurs in more than 20% of asters occurs in more
business events.
than 20% events.

5 - Very high

4 -High
Exposure to social risks
occurs in 10% to 20% of
business events.

Exposure to social risks
occurs in 5% to 10% of
business events.

3 - Medium

Exposure to social risks
occur in 0,5% to 5% of
business events.

2 - Low

2 - Low

2 - Low

1 – Very low

(Political, Social, Legal)

SOCIAL RISKS

2 - Low

1 – Very low

MARKET RISKS

Exposure to social risks
occurs in up to 0,5 % of
business events.

1 – Very low

OPERATIONAL RISKS

The exposure to quality
The exposure to operation- Exposure to market risk
occurs at max 0,5% of the al risks occurs up to 0,5 % occurs in up to 0.5% of
requests.
of performers.
business events.

1 – Very low

Table 4. Vulnerability
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Intensity of
Resistance

ASPECTS:

Table 5. Resistance

5 - Very high
Operational risk is managed by competent people. Unplanned events do
not happen.

Quality risk is managed
by competent people.
Unplanned events do not
happen.

Operational risk is well
managed , failures occur
occasionally.

Quality risk is well managed, failures occur occasionally.

5 – Very high

4 - High

4 - High

3 - Medium

3 - Medium
Operational risk managed
with medium efficiency
–organization required.

Operational risk is managed inefficiently, there
are oversights.

Quality risk is managed
inefficiently, there are
oversights.

Quality risk is managed
with medium efficiency,
requires organization.

2 - Low

2 - Low

Social risk is managed inefficiently. Consequences
are evident.

2 – Low

Not trying to influence
social risks in organized
way .

1 – Very low

(Political, Social, Legal)

SOCIAL RISKS

4 - High

Market risk is managed
by competent people.
Unplanned events do not
happen.

5 - Very high

Social risk is managed
by competent people.
Unplanned events do not
happen.

5 - Very high

Market problems -well
Social risks are well manmanaged, difficulties occur aged, difficulties occur
occasionally.
occasionally.

4 - High

3 - Medium
Insolvency happens, occaOccasionally, there are
sionally, reduced income,
difficulties due to the influpayment collection diffience of social risk.
culties.

3 – Medium

Market difficulties are
managed without plan
Revenues are uncertain.

2 - Low

Operational risk is manExcessive financial debt,
aged very inefficiently.
insolvency, uncertainty of
Everything is left to chance income.

Quality risk is managed
inefficiently. Everything is
left to chance.

1 – Very low

MARKET RISKS

1 – Very low

OPERATIONAL RISKS

1 – Very low

QUALITY

Disaster risk-managed
by competent people.
Unplanned events do not
happen.

5 - Very high

Natural disaster risks
-well managed, difficulties occur occasionally.

4 – High

Occasionally, there are
difficulties due to the
natural disaster risks.

3 - Medium

Natural disaster risks are
inefficiently managed.

2 - Low

Natural disaster risks are
not managed systematically and not in organized
way.

1 – Very low

NATURAL DISASTER
RISKS
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Total
negative
impact

ASPECTS:

Table 6. Impact

101 - 125

5

76 - 100

4

51 - 75

3

26 - 50

2

0,20 -25

1

QUALITY
MARKET RISKS
(Political, Social, Legal)

SOCIAL RISKS
NATURAL DISASTER
RISKS

Severe - Significant losses will happen in our organization. Losses will occur with its highest intensity and with moderate, high and
very high probability. Special attention must be given to the risk management.

Significant - Losses will happen in our organization, and with its highest intensity and with high and very high probability a significant
losses can occur. Special attention must be given to the risk management.

Moderate - Minor losses in our organizations are possible but only with the highest intensity and probability. More attention should
be paid to the risk management.

Minor - There will be no significant losses in our organization even with the highest intensity and probability. It can be successfully
managed.

Negligible - no losses in our organization, even with the most of intensity and the highest probability. It can be successfully managed.

OPERATIONAL RISKS
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RM - Risk Management
RMS - Risk Management System
MRA - Multidimensional Risk Assessment
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